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Overview

The Cloudpath Enrollment System (ES) automates WPA2-Enterprise configuration on any device that connects to the network and
automatically connects the device to a secure SSID. This Automated Device Enablement (ADE) means authorized devices onboard simply
and securely, with the appropriate level of access.

Cloudpath supports all operating systems including Windows, Mac OS X, iOS, Android, Linux, Chromebooks, and more.

This document provides an example of the end-user process for using Cloudpath to migrate a device running Mac OS X to the secure
network.

Supported Versions

Cloudpath supports Mac OS X version 10.7, and later, with automated configuration. Versions 10.5 and 10.6 are supported with manual
configuration.

User Experience

Cloudpath provides the prompts that guide the user through the sequence of steps that make up the enroliment workflow. During this
process, the user enters information as requested, and makes selections about user type, device type, among others.

Based on the information provided from the enroliment prompts, the Cloudpath wizard (or network profile) contains the wireless
configuration to allow the device on the secure network.

Enroliment User Prompts

This section displays the user prompts for a typical enrollment workflow. The sequence of steps for the enrollment can differ, depending on
the selection that is made.

Welcome Screen With AUP

When the user enters the enrollment URL on their device, the Login (or Welcome) screen displays. The login screen is typically customized
with the logo, colors, and text for the organization or institution. The screens in this example use the default look and feel of the application.

NOTE
If you have set up a captive portal, the user connects to onboarding SSID and is redirected to the Cloudpath Welcome page to
start the enrollment process.
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User Experience
Enrollment User Prompts

FIGURE 1 Welcome Screen

Simply Bettar Wirelass

ﬁ‘ Ruckus

Welcome to the Anna45 Test BVT Network

i

L) Access to the Annad5 Test BVT network is restricted to authorized

users and requires acceptance of the Terms & Conditions below.

Once authorized for access, your device will be configured with a
unigue certificate for network access.

| agree to the Terms & Conditions

An acceptable use policy (AUP) prompt displays a message and requires that the user signal acceptance to continue. The welcome text
and Start button can be customized.

Click Start to continue.

User Type

If required by the network, the user might see a User Type prompt. For example, an Employee might be required to enter domain
credentials, and a Guest or Partner might be required to enroll using their social media credentials.
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User Experience
Enrollment User Prompts

FIGURE 2 User Type Prompt

ﬁ Ruckus

Simply Better Wireless

Sample Corp Visitors

V | =3 | tD s A vaucher is required for visitors to utilize
the Sample Corporation secure wireless
network. If you do not have a vaoucher,
please ask your sponsor.

Sample Corp Employees

Em p|0yee5 Employees of Sample Corporation may join
personal devices to the secure wireless
network. To do so, you must login with your
domain credentials.

Select the user type to continue. This example follows the Employee workflow branch.

User Credentials

If required by the network, a prompt similar to the one below requires the user to enter network credentials.
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User Experience
Enrollment User Prompts

FIGURE 3 User Credential Prompt

ﬁ Ruckus

Simply Better Wireless

Your username and password are required to access the network.
Username:

Password:

Need Assistance?

Enter the user credentials and click Continue.

Device Type

If required by the network, the user might see a Device Type prompt. For example, a Personal Device selection might add a prompt for a
MAC address, and a [T-Issued Device would be allowed to bypass the MAC address prompt.
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User Experience
Enrollment User Prompts

FIGURE 4 Device Type Prompt

ﬁ Ruckus

Simply Better Wireless

Employees

Visitor

IT-issued Device

IT-issued Device

Select a device type to continue. This example follows the [T-Issued Device enroliment workflow.

Voucher Code

Your network might require that you enter a voucher (one-time password) as an additional verification step. Vouchers are typically sent email
or SMS from a network sponsor or administrator.
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FIGURE 5 Voucher Code Prompt

ﬁ Ruckus

Simply Better Wireless

Enter the voucher that you received.

Voucher:

Enter the voucher code and click Continue.

BYOD Policy

User Experience
Enrollment User Prompts

If configured by the network administrator, you may be prompted to agree to the terms and policies of the network before you can continue.

FIGURE 6 BYOD Policy

ﬁ Ruckus

Simply Better Wireless

BYOD Policy Acceptance

To join the network, you must accept the BYOD Use Policy of this corporation. By
clicking Continue, you agree to abide by the BY QD Use Paolicy.

Click Continue to continue.

After the enroliment prompts, the user will download and run the configuration Wizard to migrate the device to the secure network.
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User Experience
Configuration Wizard

Configuration Wizard

The enroliment workflow for Mac OS X devices follows the same process as the other OSes. The user accepts the AUP, logs in with Active
Directory or other credentials, then the configuration wizard runs to configure the device and migrate the user to the secure network.

The Wizard application can be set to start automatically or start manually from the download page. There is also an option for bypassing the
Wizard application and using a network profile to configure the wireless network settings. These user experience options are set in the ES
Admin Ul, but the user experience can also vary depending on the Java version detected (if installed), the browser, or the OS version on the
device.

Download and Run Application

The default user experience setting for Mac OS X is to download the application to the user device, run the application to configure the
wireless settings, and migrate the device to the secure network.

Download Page

The application detects the device user agent and displays the appropriate Mac OS X-specific download and configuration instructions.

FIGURE 7 Mac 0S X Download Page

Simply Better Wireless.

m Ruckus

To access the secure network, follow the instructions below based on
your computer's operating system.

Download for Mac OS X
Cloudpath.zip

Chrome Users: After clicking the button, the file will appear along
the bottom of the browser. Click the Cloudpath.zip file and the
Downloads window should appear. In the Downloads window, locate
the Cloudpath folder and double-click to open it. Then, double-click
Cloudpath to launch the application.

Show all operating systems.
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Click the down arrow to download the zip file, which contains the application files.

Open Downloaded Files

Browse to the Downloads folder, open the Cloudpath/config folder to locate the Cloudpath application file.

FIGURE 8 Open Download File

User Experience
Configuration Wizard

[ NON [ Downloads
a2 E 0o non) 2~ £~ Q, Search
Favorites MName Size Kind Date Added w
All My Files ¥ [ Cloudpath (3) -~ Folder Today, 3:00 PM
- : » [ config - Folder Today, 3:00 PM
& icloud Drive ¥, Cloudpath.app 306MB  Application Today, 3:00 PM
@ Airbrop I Cloudpath (3).zip 149MB  ZIP archive Today, 3:00 PM
#; Applications ¥ | Cloudpath (2) --  Folder Jul 27, 2017, 12:15 PM
- » [ config --  Folder Jul 27, 2017, 12:15 PM
Deskiop ., Cloudpath.app 396MB  Application Jul 27, 2017, 12:15 PM
@ Documents - Cloudpath (2).zip 15 MB ZIP archive Jul 27, 2017, 12:15 PM
© Downloads v [ Cloudpath (1) Folder Jul 27, 2017, 12:04 PM
» [ config -~ Folder Jul 27, 2017, 12:04 PM
{3} anna ¥, Cloudpath.app 396 MB  Application Jul 27, 2017, 12:04 PM
i Pictures I Cloudpath (1).zip 15MB  ZIP archive Jul 27, 2017, 12:04 PM
- v [ cloudpath --  Folder Jul 27, 2017, 12:03 PM
ﬂ Music .
» [ config --  Folder Jul 27, 2017, 12:03 PM
H Movies ¥ Cloudpath.app 396MB  Application Jul 27, 2017, 12:03 PM
I Cloudpath.zip 15MB  ZIP archive Jul 27, 2017, 12:03 PM
Shared
brm-lg3m3...
£ Conferenc...
Itp-55
wthelen_e7...
Tags
@ Red
@ Orange
Yellow
@ Green
@ Blue
@ Purple
@ Gray

Double-click the Cloudpath application to start the Wizard, which runs through the configuration and migration process.

Confirm Open File

Your browser or operating system may prompt you to confirm that you want to open the application file.

Cloudpath End-User Experience for Mac 0S X Devices
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User Experience
Wizard Application User Experience

FIGURE 9 Confirm Open File

- “Cloudpath.app" is an application downloaded from
p the Internet. Are you sure you want to open it?

Google Chrome.app downloaded this file today at 3:08 PM from
anna45.cloudpath.net.

? Cancel Show Web Page Open

Click Open to continue.

Wizard Application User Experience

After the user has gone through the enrollment prompts, the Wizard runs to configure the wireless network settings on the device.

Administrator Credentials

The operating system requires elevated privileges to load certificates on the device. As the configuration process begins, you may be

prompted multiple times to enter the administrator credentials for your device.

12
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Certificate Trust Settings

FIGURE 10 Enter Credentials for Certificate Trust Settings

User Experience

Wizard Application User Experience

Start Over

Assistance ID #

Password: ||

Cloudpath

Cloudp

oudpath

%% -

7 You are making changes to your Certificate Trust
| . Settings. Type your password to allow this.

Username: Test

Cancel Update Settings

Configuring this device. . .

Enter the password and click Update Settings. The application continues with the configuration process.
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User Experience
Wizard Application User Experience

Helper tool

FIGURE 11 Enter Credentials for Helper Tool

Cloudpath

mdih

v Kv' v

Start Over

P Cloudpath is trying to install a new helper tool.

| . Type your password to allow this.

Username: Test

Password:

_ Cancel Install Helper

Configuring this device. . .

Assistance ID #

Enter the password and click Install Helper. The application continues with the configuration process.

Cloudpath End-User Experience for Mac 0S X Devices
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Configuration Profile Tool

FIGURE 12 Enter Credentials for Configuration Profile Tool

User Experience
Wizard Application User Experience

Cloudpath e —

Configuration Profile Tool wants to make
changes. Type your password to allow this.

..

Name: [Tesﬂ I

Password: | |

Configuring this device. . .

Enter the password and click OK. The application continues.

Attempting to Connect to Secure Network

The application attempts to associate to the wireless network.

Cloudpath End-User Experience for Mac 0S X Devices
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User Experience
Wizard Application User Experience

FIGURE 13 Attempting to Connect to Secure Network

0@ Cloudpath

= CCloudpath

29%9% -

Attempting to connect to the network. . .

The application continues with the validation process.

Validating Connectivity

When the association with the secure network is successful, the application attempts to acquire a network address. A screen appears
briefly to indicate that connectivity is being validated.

The application continues with the connection process.

Connected to Secure Network

When the application displays a message that you have received an IP address, you are connected to the secure network.

Cloudpath End-User Experience for Mac 0S X Devices
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FIGURE 14 Connected to Secure Network

[ NON ) Cloudpath

(Clovdpath

29%9%9%9%

User Experience
Wizard Application User Experience

Congratulations! You are now connected to the network.

Your device has been assigned an IP address of
192.168.95.167.

You may now close this app and continue to use the
network.

Verify Network Connection

Whether using the application to migrate the device, or manually connecting to the network, use the airport icon in the menu bar to verify
the network to which you are connected.

Cloudpath End-User Experience for Mac 0S X Devices
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User Experience
Install Network Profile to Configure Wi-Fi

FIGURE 15 Secure Network

Turn Wi-Fi Off

a7
Annad2UnleashedOB =
AnnaPSK B =
ATOMICWIFI a=
ATOMICWIFI-ONBOARD =
byod a =
O ARYATT A oA [ .

A check mark indicates the network to which you are connected.

Install Network Profile to Configure Wi-Fi

Alternatively, the network administrator can set the Mac OS X user experience to download and configure the wireless settings on the
device using a network profile.

Download Page

If the user experience is set to use a network profile, the Profile Download page displays after the user has gone through the enroliment
workflow steps.

Cloudpath End-User Experience for Mac 0S X Devices
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User Experience
Install Network Profile to Configure Wi-Fi

FIGURE 16 Download Profile Page

RUCkUS

1 Simply Better Wireless.

To access the secure network, follow the instructions below based on
your computer's operating system.

,. Download for Mac 10.7 & Newer
[ ) Installs JW-TLS-Mobile Profile

Chrome Users: After clicking the link, the file will appear along the
bottom of the browser. Click the JW-TLS-Mobile.mobileconfig file
and the profile will open in a separate window. When asked /Install
JW-TLS-Mobile?, click Continue.

Once the profile is installed, use the Airport icon in the top menubar
to connect to the 'JW-TLS-Mobile' network.

To reinstall the profile, you may reset the profile

Show all operating systems.

Click the down arrow to download the profile. If a profile has been previously installed, use the Reset the Profile link.

Install Profile

You are prompted to install the network profile on the device.

Cloudpath End-User Experience for Mac 0S X Devices
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User Experience
Install Network Profile to Configure Wi-Fi

FIGURE 17 Install Profile

Profiles

Install “"JW-TLS-Mobile"?

This profile will configure your Mac for the following: 2 Certificates and Wi-Fi Network.

Show Profile Cancel Continue

Mo profiles installed

+ ?

Click Show Profile to view profile details. Click Continue (or Install) to install the network profile.

Continue with profile installation.

Install Profile Confirmation

You are prompted to confirm that you want to install the network profile on the device.

Cloudpath End-User Experience for Mac 0S X Devices
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User Experience
Install Network Profile to Configure Wi-Fi

FIGURE 18 Install Profile Confirmation Prompt

Profiles

Are you sure you want to install profile "JW-TLS-Mobile"?

Once installed, “Joes Automation 5.2 Root CA 1" and "Joes Automation 5.2 Root CA |" will be trusted
.@ on this Mac.

Show Details Cancel Install

Mo profiles installed

+ ?
Click Install to continue. You may be prompted to again enter the administrator credentials for your device.

FIGURE 19 Enter Credentials for Configuration Profile Tool

Are you sure you want to install profile "JW-TLS-Mobile"?

Once installed, "Joes Automation 5.2 Root CA |" and "Joes Automation 5.2 Root CA 1" will be trusted
_@ on this Mac.

=, Installing...

Mo pre

= Configuration Profile Tool wants to make changes.

|

u Enter your password to allow this.

User Name: Test USEII

Password:

Enter the password and click OK.
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User Experience
Install Network Profile to Configure Wi-Fi

Profile installed

The profile has been installed when you receive this confirmation page.

FIGURE 20 Profile Installed

] 4 i Profiles Q

User Profiles
JW-TLS-Mobile JW-TLS- Mo':g::ﬂ_e ’

3 settings
*cloudpath.net
Aug 3, 2017, 312 PM
Certificate
Certificate

Wi-Fi Network

DETAILS
Certificates (2)

Joes Automation 5.2 Root CA |

Close this page and proceed with connecting to the wireless network.

Join Wireless Network

When the wireless configuration is installed using a network profile, you must manually connect to the secure network. Use the airport icon
in the top menu bar to select the specified network.

FIGURE 21 Secure Network

Turn Wi-Fi Off

JW-TLS-Mobile a =
Annad2UnleashedOB =
AnnaPSK B =
ATOMICWIFI B =
ATOMICWIFI-ONBOARD =
byod a?
SNl AN ATT A A ] =

A check mark indicates the network to which you are connected.
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